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My background
Graduation: M.Sc. Degree in Electronic Engineering

DIETI Group: SecLab research group

Cooperations:
• Ansaldo STS (until October 14th, 2019)

• ICAR, National Research Council (from October 15th, 2019)

• Prof. Hamido Fujita’s laboratories, Iwate Prefectural University, Iwate, Japan 

(formally from August 1st, 2020 to November 30th, 2020)

Fellowship:
• Ansaldo STS funded Ph.D. Grant (until October 14th, 2019)

• ICAR CNR Graduate Research Grant (from October 15th, 2019)
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My credits summary
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• Experience abroad

▪ Prof. Hamido Fujita’s laboratories at Iwate Prefectural University, 

Iwate, Japan (telematic collaboration due to COVID-19 pandemic, 

formally from August 1st, 2020 to November 30th, 2020)



My problem: general perspective

Which are the main security and privacy
aspects of Information Security
Management System (ISMS)?
• Compliance with security standards

(e.g. ISO 27000 family)
• Compliance with privacy regulations

(e.g. USA HIPAA, EU GDPR)
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ISMS

How and by whom are these aspects
managed?
Verifying compliance, supporting
auditing activities, improving risk
management frameworks… all this is
solved manually by teams of several
people!



Open research challenges
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… HOW CAN RESEARCH HELP MINIMISE THE EXPOSURE OF PERSONAL DATA?

• Developing methods for the de-identification of individuals’ PII captured in 

multimedia content (text, audio, video, …): automated techniques!

• Privacy By Design: embed privacy protection systems into design specs!

GENERAL PRIVACY-PROTECTION MECHANISMS

International standards propose both technical and organisational mechanisms (e.g.

auditing, risk management, data integrity, …). Among them, data minimisation and

retention focuses on so-called Personally Identifiable Information (PII), but in detail...

PRIVACY PROBLEMS

• Trade-off: justifiable reasons for sharing data VS protect individuals’ privacy

• Legal aspect: lack of compliance with the relevant data-protection laws

• Social aspect: technology “we love so much” track us indiscriminately



My specific research activity
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• Clinical de-identification in medical area

• USA HIPAA defines 18 relevant identifiers, called

Protected Health Information (PHI) (PII subgroup)

• Increasingly precise classifications: binary, by

category, by subcategory, per token or per entity

Research focus

1. Electronic Health Records (EHRs)

2. Propose general de-identification methods

3. Preserve readability



General de-identification techniques

Rosario Catelli 7

How to identify PHI?

Through Named Entity Recognition (NER), a Natural Language Processing (NLP) technique

State-of-the-art for clinical de-identification

Recent challenges (e.g. i2b2 and ShARe/CLEF eHealth Evaluation Lab) have driven progress:

• Rudimentary rule-based techniques: semantic dictionaries, gazetteers and patterns
Pros: Easy to implement
Cons: Fine-tuning necessary for each data change, non context-aware

• Machine learning-based techniques: classifiers and sequence labeller
Pros: “Flexible” recognition
Cons: Data-dependent, poor in complex and rare cases, time consuming feature
engineering, non context-aware

• Deep learning-based techniques: embeddings plus neural networks
Pros: Extremely task-adaptable, potentially context-aware
Cons: Data-dependent, poor in complex and rare cases



My specific research activity: open challenges
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Starting questions and problems for the specific problem

1. Which are the best deep learning architecture and tokens representation?
• Choose how to treat the text (e.g. words, sub-words or characters)
• Understand whether context sensitive management can deliver improvement

2. What happens if the language domain of interest is not English?

• EHRs are generally available in English
• Techniques are generally developed and tested for English
• No scientific literature for Italian

3. Can the English domain be exploited to the advantage of a low-resource
domain such as the Italian one?

• Many generic multilingual alternatives
• None specific to the scenario of interest



Technique 1: a novel deep learning 
architecture
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• Bi-LSTM + CRF neural network to exploit sequence modelling and labelling

capabilities

• Stacked input embeddings:

GloVe to capture latent syntactic

and semantic similarities, plus

Flair to interpret context and

grasp morpho-syntactic

variations

• Sentences Grouping Factor (SGF): increase input instances to broaden context

representation leveraging at its best Bi-LSTM + CRF memory capacity



Use Case 1: results
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Use Case 1: ablation
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Moreover, through ablation analysis it was possible to further confirm the validity of the 

proposed solution for the English language.



Technique 2 focused on the Italian language 
scenario
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• Creation of the first Italian data set for clinical de-identification

Starting from the COVID-19 medical records made available to the public in pdf format by the

Italian Society of Radiology (SIRM)

• Build of the best deep learning

architecture for Italian clinical

de-identification

Starting from the Bi-LSTM + CRF

model and finding the best input

layer for the specific scenario,

leveraging the experience of Use

Case 1



Use Case 2: results
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The Italian language, similarly to the English language, presents a wide syntactic

and morphological variety:

• The stacked embeddings solution for Italian outperformed the others

• BERT, a more recent NLP architectures by Google, was also outperformed



Use Case 2: ablation
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Also in this case, through ablation analysis, it was possible to further confirm the validity of

the proposed solution for the Italian language.



Technique 3 focused on 
multilingual training strategies

Rosario Catelli 15

• Investigating the ability of multilingual methods to transfer knowledge

between different languages

• Find a multilingual approach specific to both de-identification and Italian

language

• Extend the English dataset with the Italian one in a coherent way and

understand how to exploit this condition



Use Case 3: results
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Table 4.18: Ablation analysis



Conclusions and possible future works
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Cutting-edge results were obtained:

1. Best results for each technique tested compared to BERT and other approaches

2. Improved dependence on training data by working at character level and

extending the context: morpho-syntactic variations and rare and complex data

in texts are caught and better managed

3. Better training strategy for low-resource languages using multilingual scenarios

Possible future works:

1. Creation of larger and possibly multilingual de-identification data sets

2. Evaluation and comparison of other Italian versions of BERT

3. Experimenting with new data pre-processing and post-processing techniques
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Questions?
rosario.catelli@unina.it

rosario.catelli@icar.cnr.it

?

Thank you!
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