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Cooperative Driving of Autonomous Connected Vehicles (1/2)

* Connected autonomous vehicles have recently attracted extensive research interest due to their
potential to significantly improve the road traffic, e.g. by enhancing road safety, traffic capacity and its
smoothness, and by reducing at the same time fuel consumption.

* One of the fundamental aims in ITS is to cooperatively drive along the road by operating platoons of

vehicles capable to reach and maintain an optimal inter-vehicular spacing policy, tracking at the same
time desired speed and acceleration profiles.
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Cooperative Driving of Autonomous Connected Vehicles (2/2)

* Leveraging V2X, connected vehicles can share information with neighbours and/or receive a reference

signal coming from a leading vehicle or a road infrastructure (virtual leader).

I Communication networks:
= > 1. Wi-Fi networks (IEEE 802.11p);
2. Mobile networks 4G/5G.

B I ﬁl’he onboard control protocol foh

autonomous driving is responsible of:

e the safe tracking of the desired
velocity and acceleration profiles;

 the maintenance a desired inter-

k vehicles spacing policy. j
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Cooperative Driving of Autonomous Connected Vehicles as a
Networked Control System

The problem of controlling fleets of autonomous connected vehicles can be solved in the more general
context of networked control systems.
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By leveraging this paradigm, a platoon composed by multiple connected autonomous vehicles is represented
as one-dimensional network of dynamical agents, in which each agent only uses its neighbouring information

to locally control its motion, while it aims to achieve certain global coordination with all other agents.
Alberto Petrillo 4



Designing of Cooperative Control Strategy

Cooperative control strategies are traditionally designed under the implicit restrictive assumption of perfect
communication environments and unlimited bandwidth.

xT; (t)
it — 75t i . e
——| Controller |— 7)), ;(t) = Az;(t) + Bu;(t) ConLn;Evcrrflon
xj(t —7i;(t)) Communication - (1)
Time-delay

During normal operating conditions, wireless communication networks introduce wunavoidable

communication impairments due to the current status of each of the communications links (e.g., bounded
communication delays and packet losses).

It follows that networked-induced phenomena must be taken into account from the very beginning of the
design phase of cooperative control strategies.
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Communication Issues in Networked Control Systems and
Cooperative Driving Application

 Communication issues have been tackled in the current literature on control design under the restrictive
assumption that the communication delay is homogeneous and often constant.

* However, in practice, each communication link, connecting a pair of cars within a vehicular network, is
affected by a different variable time-delay that depends on actual conditions, or current impairments, of
the communication channel.

[One open challenge in the control field for connected vehicles is hence to design cooperative control]

algorithms resilient and robust with respect to heterogeneous time-varying delays (e.g., due to packet losses).
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Security Issues in Networked Control Systems and Cooperative
Driving Application (1/2)

Besides communication issues arising in normal operating conditions, wireless communication networks
may suffer different security threats.
In collaborative driving applications, the sudden appearance of a malicious attack on the communication
network is crucial since it mainly compromises:

a. the correctness of data traffic flow;

b. the application safety.
Falsified ‘t!!,s

beacon
Beacon

g; , ; ) g; )Q g.: ;Q g;“”‘;
— <
Big gap Small gap
Traditional security methods in the technical literature on communication networks (wireless or not)

include encryption/decryption methods, authentication tools, and digital signatures.
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Security Issues in Networked Control Systems and Cooperative
Driving Application (2/2)

The resilience of the control system has been also very recently indicated as a further key ingredient, to be
added to the more traditional ones, for enhancing the protection level or better for ensuring that control
algorithm can cope with cyber-attacks on a physical process, or limit their negative effects.

* From a control viewpoint, the recent literature on the security of networked cyber-physical systems is
usually devoted to the design of state estimators for the better understanding of a system dynamical
behaviour under specific malicious threats or for the attacks detection.

* However, the cooperation features, implicit within the networked control systems paradigm, could be also
exploited at control design level as a promising solution for counteracting security vulnerabilities.

(The idea is to design cooperative distributed control protocols able to drive a networked)
system in the presence of the communication impairments arising during normal
operating conditions, while also mitigating at the same time the effects of different kinds

\Of possible cyber-attacks in malicious scenarios. y
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Work Aims

From literature overview the following main open challenges arise:
1. to design distributed cooperative control algorithms able to cope with multiple time-varying
communication delays and packet losses;
2. to design resilient secure distributed control algorithms able to counteract both security
vulnerabilities and time-delays.

The aim of my research activity is to tackle and solve both the challenges by designing proper control
strategies.

The idea is to tailor the theoretical results for solving practical problems that are crucial
for innovative ITS applications with a high automation level:
i. autonomous Vehicles Platoon;

il. cooperative driving of autonomous vehicles at traffic intersection.
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Autonomous Vehicles Platoon

Let consider an autonomous platoon of N+1 vehicles travelling on a single lane and sharing information
through wireless communication network.
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Control Objectives

The platoon control goal is to guarantee that each vehicle:
1. safely tracks the desired velocity and acceleration profiles as imposed by the leader;
2. reaches and maintains a desired inter-vehicles spacing policy;
limt_mo ||’I“Z(t) — To(t) - dz()” =0

limy— o |03 (t) — vo(t)]| = 0 ¥i=1,..,N,
limy o0 [|ai(t) — ao(t)|| =0

despite the presence of communication impairments and/or eventual cyber-attacks.
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Safe leader-Tracking: Adaptive Synchronization-based Control

Protocol

The proposed strategy is:

J

5

N - ri(t — 75 (1)) — it —755(t)) — dij
= — > ayk(t) vi(t — 735 () — v (t —735(1)) /3{‘
j=0 a;(t — 75(t)) — a;(t — 7;(¢))

 Communication time-varying delay Tij (t) * Network topology Qg
* Desired spacing between each pair of vehicles di 7

Pij (t) Pzg(t) = Gij1 ("“i(t — Tij (t)) - Tj(t — Tij (t)) ; dij)2
 Adaptive control gains kij(t) = | Bij(t) Bij(t) = Cijo (vit — 7i5(t)) — v (t — 735(1))) ;

Vij () Yig(t) = Gijz (ai(t — 135(1)) — a;(t — 745(1)))

 Positive constants

Cij,k € RT (Vk =1, 2, 3)
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Closed-loop Dynamics

To prove the cooperative synchronization of vehicles dynamics to the leader motion, define the state error
dynamics of the whole vehicles platoon

éi(t) = f‘]l\fz () + Cio(t)ei(t — Tio(t))+
2 Cig(®) [eat = 75(1) — 5t = 725(1)].

€; (t) =

ri(t) — ro(t) — dio i (t) —ro(t) — djo
ej(t) =

v; () — vo(t) v (t) — vo(t) ] =
ai(t) — CL()(t) G,j (t) — Qg (t)

0 1 O 0 _ LT (1) — . 3x3
Where 4 00 | B 5 ; Bazokzo (t) (io(t) cR ,
0 O —% % Bawk;;(t) = Cij(t) € R3x3’
By defining  77) € () 0T =2 oo M0 A9 Ft)=[el @) e (&) e () ] R
q m R
_— E(t)=AoZ () + Y CiOT(t—7 (1) + Y Cot)T(t—0op(t)) (1)
=1 p=1

Alberto Petrillo 13



Stability Analysis

Theorem 1: [1] Consider the closed loop system under the action of the adaptive control law as in (1). Assume delays
op(t) (p=1,....m) and 7(r) (I=1,...,q) to be bounded and node 0 to be globally reachable in ¥y . Given an upper bound
of time-delay functlons ™ = max{r, ,O'I,} > 0, if there exist the following positive-definite matrices P,Q;,0,,R € R3Nx3N

Lp

and a positive scalar 17 such that the following LMIs hold:

2 (1—d1)<0,
’n; ( - )<O
FT(t)P+PF(t)+ (qg+m)t" .4 (t ZQ,+ iQ,,<0

being
q m
M(t)= | ¥ PC,(t)R™'C/ (1)P+ z P%,(t)R™ %,, (t)P+R]|,
=1
then the cooperative delayed vehicular network achieves leader synchronization, ie.

lim x(1) = 0;

t—o0
and the adaptive gains converge to a constant value vector, say k7; € R3, a
limk;;(t) = k7.
g j( ) ij
[1] Petrillo, A., Salvi, A., Santini, S., & Valente, A. S. (2018). Adaptive multi-agents synchronization for collaborative driving of autonomous vehicles with multiple communication delays. Transportation research part C: emerging
technologies, 86, 372-392.
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Numerical Analysis

Mi—
plexe

To validate the theoretical results we exploit the PLEXE simulator that leverages:
*OMNeT++/MiXiM for simulating V2V communications based on the IEEE 802.11p standard;

* SUMO for simulating the vehicle dynamics under the action of the collaborative driving strategy.

We consider an autonomous platoon of 7 vehicles plus leader that
travels along a single lane. The tracking performances have been
evaluated considering two representative leader maneuvers:

i.  Trapezoidal Speed Profile;
ii. Realistic Driving Profile.

The investigation is conducted for different exemplar communication
topologies:

1. Leader-Predecessor-Follower (L-P-F);

2. Predecessor-Follower (P-F);

3. Bidirectional-Leader-Follower (B-L-F);
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Tracking Performances: Trapezoidal Speed Profile

Consider vehicles sharing information via Leader-Predecessor-Follower (L-P-F) Topology.
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Tracking Performances: Realistic Speed Profile

Consider vehicles sharing information via Leader-Predecessor-Follower (L-P-F) Topology.
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Tracking Performances: Alternative Topologies

Consider vehicles sharing information via: 1)P-F; 2) B-L-F; 3)BR
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Tracking Performances: Robusteness w.r.t. packet losses

Consider vehicles sharing information via Leader-Predecessor-Follower (L-P-F) Topology.
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Robusteness w.r.t. External Disturances

Although robustness w.r.t. delays is crucial, another fundamental requirement, however less addressed

in the current platoon literature, is to provide robustness also w.r.t. external disturbances arising from

different environmental factors.

External disturbances could arise from variations in wind velocity and/or road slope.

When considering both external disturbances effects and time-varying delays, the dynamics of each

vehicle within the platoon is described by the following third-order systems

01 0 0 0
jfi:Aﬂji—i—Bui(t;Tij(t))—FE A=|0 0 1 |, B=|01], E=]|0|;
0 0 —= ; 1

- 5 N it g (8) = (= () — di
xi(t) = [ri(t) vi(t) a;(t)] € R®  wi= _Z:Oaijkij(t) 228:?8; :Zy(é::wg |

w;(t) € L3]0; 00)
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Robusteness w.r.t. External Disturances: Stability Analysis

* When considering external disturbances, the closed-loop
platoon dynamics is described by the following dynamical

systems
£ () =AoT (1) + Y Cut)T (t =7 (1) + Y (DT (t = 0, (1)) + Ewi(t) | (2)
=1 p=1
@ ()= [ w (1), wy (8), -, wh(t) ] €RN
F6)=1[el (1), e3 (1), -, ek ()] eRW

Robust Stability conditions have to ensure both asymptotic
stability and disturbances attenuation, i.e.

J(w) = JNT(S) (s) =

[1] Marco Di Vaio, Alberto Petrillo and Stefania Santini. “On the Robustness of a Distributed Adaptive Synchronization Protocol for
Connected Autonomous Vehicles with Multiple Disturbances and Communication Delays”. 57" IEEE Conference on Decision and Control

(CDC). Accepted. .
Alberto Petrillo

Y2 (s)w(s)ds < 0.

Theorem 2: [2] Consider the delayed closed-loop
vehicular network as in (2). Assume delays 7;(¢) (I =1,...,q)
and o0,(t) (p=1,...,m) to be bounded and node 0 to be

globally reachable in ¥y .
If there exist the following positive definite matrices P, Oy,
Op, M;, M), € R3V>3N and a scalar Y > 0, such that the

following LMIs hold:

m

F'(t)P+PF(t +2Q1+ZQ,,+AJNA + P3N <0
=1 p=1
C/ (NG (t) — Q;(1—dy) <0,
@) (t)NECy(1) — Qp(1 —dp) <0,
ETNE - 21NN <,
being N=Y7_ 1M+ »—10,M, then the delayed vehicu-

lar network (2) achleves synchronization and it is also robust
stable w.r.t. external disturbances, i.e.

Moreover, adaptive gains converge to a constant value Ki*j €
R3Vi=1,...,Nj=0,1,...,N).
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Robusteness w.r.t. External Disturances: Numerical Analysis

Consider an exemplar platoon of five vehicles plus a leader connected via L-P-F topology.

The leader travels following a trapezoidal speed profile and the dynamics of platoon members are affected
by sinusoidal disturbances with different amplitudes, i.e. w;(t) = A;sin(¢) for t > 20 [s]
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Vehicular networks can also suffer different security threats that compromise the correct
functioning of platooning application and its safety.

We analyse the following security vulnerabilities:
1.

Security in Vehicular Network

Spoofing: an internal adversary takes the control of one vehicle within the fleet and imposes a constant
offset to its current acceleration value from a given time instant.

Message Falsification: an adversary starts listening the messages wirelessly sent on networks and, after
receiving each beacon, it tries to manipulate and to falsify the content of positions messages in order to
rebroadcast them.

Denial-of-Service (DoS): an adversary overloads and overwhelms the communication capacity of one
specific vehicle within the platoon in order to make them unable to exchange the necessary information
for cooperative driving.

Burst Transmission: an internal adversary, tries to manipulate all the data traffic flow in order to
disperse some beacons with a randomly loss rate.
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Autonomous Vehicles Platoon Under Attacks

Let consider an autonomous platoon of N+1 vehicles travelling on a single lane and sharing information

through a non reliable V2V wireless communication.

: U]

—Controller C,

Vehicle Dynamics

Our aim is to design a control strategy able to guarantee platoon formation while counteracting cyber
attacks and network-induced phenomena.
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Resilient Cooperative Control Strategy for Counteracting Cyber
Attacks

To counteract cyber attacks, here we exploit the cooperation features of one of the proposed control

strategies for vehicles platoon control, as well as their ability to cope with time-delays. Namely:

1. a collaborative mechanism is embedded in the control strategies to detect and react to Spoofing and
Message Falsification with the aim of discarding compromised information.

2. the intrinsic ability to react to communication time-varying delay is exploited for counteracting DoS
and Burst and hence for somehow compensating the lack of information during the attacks.

u;(t) = —b[vi(t) — vo] — A% > kijaizldij(t) — Tij(t)vo

Jj &M J

b, kiNi=1,.,Nj=0,1,.,N

e Constant control gains

 Actual inter-vehicle distance d;;(t) = r;(t) — r;(t — 7;(t)) — si;

* Desired spacing policy Sij
Alberto Petrillo 25



Collaborative Detection Algorithm

Algorithm 1: Safe distributed control strategy pseudo-code for the i-th
vehicle

Data: vy, rj(t) and 7;;(¢) (Vj=0,1,---,N)
Result: The set of malicious vehicles M

Declarations
dij(t) = ri(t) —rj(t — 7i;(t)) — 545

di(t) = 2 321 aij [dij (t) — 73 (t)vol

Yij(t) = [dij (t) — 7 (t)vo] ;

N
Ai =300 aijs

Initialization (platoon engaged)

for j =1to N do
if Ei7j(t) = ||(Zz(t) - %'j(t)” > ¢ ghen

Detection o] malictous node j:

my = j;
p=p+1L

Updating of the set of detected malicious vehicles:

M=MU{m,}

end
end

In order to update the set of malicious vehicles, each vehicle i, during
travelling collects all the information sent by all vehicles in its
communication range and:

1. constructs a belief about the average distance;

2. computes the actual inter-vehicle distance;

3. initializes the initial condition for the set of malicious vehicle, the
value for the threshold and an index variable;

4. computes the difference between the actual distance and the belief;

5. detects the malicious vehicle j if the difference is grater than the
threshold;

6. isolates the malicious vehicle discarding the malicious information.
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Resilient Cooperative Control Strategy: Stability Analysis

o Theorem 3: [3] Consider the vehicular network in (3).
* The closed-loop dynamics is: Assume all delays 7,(r) (p = 1,...,m) to be bounded. If
there exist constant, symmetric and positive definite matrices

: “ 2N x2N 2N x2N _ .
[w(t> = AoZ(t) + Y A, (T(t — Tp(t)))] (3) ﬁoled;@ and S, € # (p=1,...,m) such that it
ZP—51(1—d) <0

p=1

TP—Su(l—dy) <0,
then the closed loop system (3) is asymptotically stable, i.e.
limx(1) =0

[—ro0

for .
10—-X,—1 Spll

IEm_ PCP~IC PT+ 5|

T =max{T;} <
p

[3] Petrillo, Alberto, Antonio Pescapé, and Stefania Santini. "A collaborative approach for improving the security of vehicular scenarios: The case of platooning." Computer Communications122 (2018): 59-75.
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Resilient cooperative control strategy: Numerical Analysis

We consider a platoon composed of 7 vehicles plus a leader that travels on a single lane and share
information via a non-reliable communication network.

The exemplar analysis has been carried out for maintaining tight formation manoeuvre where the platoon
has to reach and maintain the reference leader speed while maintaining the desired spacing policy.

The analysis is conducted for different communication topologies.

e Nominal Behaviour: Without Attacks

osition error [m)]
speed error [m/s]
control effort [m/s?]
o
|
Y

0 50 100 150 0 50 100 150 0 50 100 150

time [s] time [s]
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Numerical Analysis: Spoofing attack

The internal adversary takes the control of the third vehicle and imposes a constant offset of 3.5 [m/s?] to its
current acceleration value from t >70 [s].

* Spoofing attacks effects: Mitigation mechanism is disabled
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Numerical Analysis: Message Falsification attack

The internal adversary attacks the fourth vehicle and manipulates the position field of the beacons to be sent
by adding a value of +5 [m] to its current position value from t >70 [s].

* Message Falsification effects: Mitigation mechanism is disabled
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Numerical Analysis: special case of Spoofing Attack on the
whole vehicles within the platoon

The internal adversary begins a spoofing attacks on all vehicles within the platoon from t >70 [s].

* Spoofing effect: Mitigation mechanism is disabled
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Numerical Analysis: DoS and Burst Attacks

* DoS: the third vehicle gets only the 70% of the exchanged information among vehicles t=2[s] every 25 [s].
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* Burst: the adversary disperses all the packets exchanged among vehicles with a loss rate that randomly
varies between 40% and 60% from t=2.
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Cooperative driving at traffic junction

Let consider N vehicles autonomously driving along different two-lane roads leading into a traffic junction,

regulated neither by traffic lights or ordinary traffic rules.
i : € Conflicting Area (CA) is the intersection core area\
| } ; i where collisions could occur.
i - * Cooperation Zone (CZ) is the area in which vehicles
\_ ¢xchange information about their state information
! Road 1 Road 3\
" I321 2,21 1,32 ‘/’g“%@fﬁ” ‘_ ° .
f B— e Ghe aim is: N
\ t4,43 I
| - / i. to regulate the motion of each vehicle so to

| cross the CA in mutually exclusive way, hence

avoiding collisions;
ii. to guarantee the safe crossing despite

g \ communication impairments. /

/
A\_ z proy
\
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Cooperative driving at traffic junction as Virtual Platoon

 Proy |

organized as a virtual platoon.

CczZ

? x * Vehicles approaching a traffic junction can be

, : * Vehicles within the platoon are ordered on the basis

— s ,’f"“j_f\\_ of their position w.r.t. CA, i.e. p;(t).

| — * The vehicles ordering corresponds to a crossing
order, so that the closest vehicle crosses first.

* Collisions are prevented by imposing a desired
spacing policy within the virtual formation and a
common velocity.

e Each vehicle is described by the following dynamical
ho systems:
== 7i(t) = vi(t)
* Dy H . . 1 .
Ls/2 P3 L; P2 Ly/2 Vg (t) M, Uj (t)
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Cooperative driving control strategy at traffic junction

For safety reason, we propose a nonlinear finite-time control strategy so that formation is guaranteed before
the first vehicle access the CA:

N N
[Uz‘(t) = — Z ai;sig(pi(t —7i5(t)) — p;(t — 735(t)) — pl;) T — > " agsigvi(t — 75 (t)) — v (t - Tz‘j(t)))a]

j=1

* Sig Function sig(x)® = sign(z)|x|” 3
* Communication time-varying delay Tij () + Network topology @; 7
* Desired spacing between each pair of vehicles pfj e Control gains 87
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Cooperative driving at traffic junction via 5G Communication
Network: Experimental Validation Setup

LS T (BN i i
et ! = =)\ ; den P& - 3 autonomous vehicles are exploited: 1) Volvo Car

X(C90; 2) Volvo Car S90; 3) Volvo Truck FH16.

GPS Data —I—

IMU
GOLDEN PC OPENDLV ACTUATION
CONTROLLER INTERFACE
CAN DATA
5G NETWORK |
INFORMATION
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SENSING INTERFACE
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Cooperative driving at traffic junction via 5G Communication
Network: Experimental results

Experimental tests have been carried out at AstaZero Test Track (near Gothenburg, Sweden), in the city
Area, in collaboration with Chalmers University of Technology and Ericsson

CZ

Volvo Car XC90

Volvo Truck

Volvo Car S90
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Cooperative driving at traffic junction via SG Communication
Network: Experimental results

Experimental tests have been carried out at AstaZero Test Track (near Gothenburg, Sweden), in the city
Area, in collaboration with Chalmers University of Technology and Ericsson

CZ

Volvo Car XC90

Volvo Truck Volvo Car S90
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Conclusions

During my PhD, I have have focused my attention on two open control problems both in cooperative
driving application literature and in the general context of networked control systems:
1. to design distributed cooperative control algorithms able to cope with multiple time-varying
communication delays and packet losses;
2. to design resilient secure distributed control algorithms able to counteract both security
vulnerabilities and time-delays.
To address the challenge 1 we propose:
i. adaptive synchronization-based controller;
ii. nonlinear finite-time controller.
To address the challenge 2 we propose:
i.  a novel distributed collaborative consensus-based strategy leveraging a mitigation mechanism
of security vulnerabilities.
Analytical, numerical and experimental results have confirmed the effectiveness of the proposed control
strategies.
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