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Motivations:
Mobile Traffic Growth

WIi-Fi and mobile devices will account for
79% of Internet traffic by 2022

30% CAGR
2017-2022
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B Mobile (46% CAGR)

B Fixed/Wi-Fi from Wi-Fi-Only Devices (17% CAGR)
B Fixed/Wi-Fi from Mobile Devices (53% CAGR)

B Fixed/Wired (18% CAGR)




Mobile Traffic Classification

eWhat is flowing through my (mobile) network?
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Mobile Traffic Classification

eWhat is flowing through my (mobile) network?

S\ ’
Associating traffic classification objects = -
with the mobile apps that generate them ’

account for over

. 0
Facebook properties 20 / 0 of worldwide mobile traffic

il || E —
| facebook. | Everything Else [ Sna pChat

is #11 worldwide 80% |

downstream usage
and almost n VOUTUhe Unencrypted HTTP application
0 worldwide by
1-5 /0 IS 35 0/0 overall mobile

of worldwide of worldwide bandwidth usage
mobile traffic mobile traffic

Source: Sandvine, The Mobile Internet Phenomena Report, 2019

Tik Tok
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Mobile Traffic Classification:
Main Drivers

* Classification of mobile traffic
provides valuable information for

e Advertisers

Insurance companies
Security agencies
Infrastructure Operators

* But also raises privacy issues
* Indiscriminate surveillance
e Context-sensitive apps

MICROMEDEX

FREE
DRUG REFERENCE

* Bring your own device policy
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Mobile Traffic Classification:
Main Challenges

* Huge volume of mobile traffic evolving at an 560
unprecedented pace ggn
* One-click installation 00 1
* Quick-paced automatic updates
 Different versions of apps and/or operating systems
running on different devices
sl
. . 10 0l
* Increasing adoption of encrypted protocols ot o

* hinders methods based on Deep Packet Inspection 1010110101
* requires approaches based on Machine Learning (ML)
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My Contribution

Proposing novel methodologies for encrypted and
mobile Traffic Classification (TC) via ML approaches

Deep

Learning

3

Hierarchical
Classification
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Data quality is critical

Data-driven TC methodologies require
reliably labeled datasets to ensure proper
design, realization, and validation

Reproducible architecture for generating
mobile-app traffic and automatically creating
the related high accurate ground-truth
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MIRAGE Architecture
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\_ atthe same time Y, \public version Y,
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Benchmarking TC

Human-generated mobile and encrypted traffic datasets
are used to assess the set of TC methodologies proposed

weo)g- 12P:::;
FB/FBM T@'

W
. JoSIINYM
[ON

Mobile-app traffic datasets Anonl17 public dataset [1]

[1] K. Shahbar and A. N. Zincir-Heywood, “Packet momentum for identification of anonymity networks”
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Multi-Classification 1_

Outputs from ML classifiers can be combined
to perform Multi-Classification (MC) tasks

Various classifier fusion rules have been proposed in the
literature [2, 3] based on both hard and soft approaches

Multi-Classification System (MCS)

1
X [FS1 Extraction Classifier,
]

L
] lf2 1 1
- :[F82 Extraction]-:—l)[ Classifiers |- Hard/Soft | do
. = = = 22 ] Combiner
1 u 1 1 u 1
]

. ’ Human ' . i - ' Jayirg
- - Generated :[FSK Extractionf<=> Classifierx [
’< W >\ PCAPTraces WITooISIoooel eecoooooo—o
The aim is to improve classification performance
on encrypted mobile apps’ traffic

[2] A. Dainotti, A. Pescapé, and C. Sansone, “Early classification of network traffic through multi-classification”
[3] L. I. Kuncheva, “Combining pattern classifiers: methods and algorithms”
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Performance of base 01‘
classifiers are improved Y

M Best Classifier
. M Best Hard Combiner
All Classifiers )
M Best Soft Combiner

68 70 72 74 76 78 80

F-measure [%]

Careful selection of combination rule
and classifiers subset allows to obtain
up to +7.3% F-measure increment
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1O

Hierarchical Classification

Hierarchical-TC Framework

* ML-based classifiers
arranged in a tree fashion

* “Divide-et-impera” approach

* Scalability enhancement

* Per-node tuning
and performance

I?’

* “Practical” benefits by design

'@\' Hierarchical Classification (HC) represents a perfect
match for encrypted TC at various granularity levels
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Proposed HC Framework eé_q%l

HC of Anonymity Tools’ traffic at
three granularity levels according to Anon17
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Actual Class

Fine-Grained Performance ® ©
Improvement

From Flat to Hierarchical Classification
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Per-node Performance O ©
Breakdown

Per-node performance figures allow
to accurately evaluate per-node behaviors

Good IR | Bad Random Forest is
the best classifier

for each node except
Bayesian Networks
for TorApp node

Significant degradation
at L3 for I2PApp80BW

* Accuracy — 48.94%
* F-measure — 48.90%

TorApp
BN_TAN[50

(6) (7)
12PAppOBW | I2PApp8OBW
RF[45] RF[25]
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Beyond ML-Based TC ©

Machine Learning (ML) Flow

Feature

ML classifiers n I
rely on domain-expert

handcrafted features

\IXIXI/

« Time-consuming process
* Unsuited to automation
- Rapidly outdated

4

Difficulty to design accurate
and up-to-date mobile and
encrypted traffic classifiers

[F——————— ===
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Beyond ML-Based TC ©

Machine Learning (ML) Flow Deep Learning (DL) Flow

Feature e

ML classifiers n I
rely on domain-expert

handcrafted features

\IXIXI/

DL classifiers
are trained directly
from input data

« Automatic hierarchical
feature extraction
« Reduced preprocessing effort

¥

Stepping stone toward high
performance in encrypted
and mobile TC

« Time-consuming process
* Unsuited to automation
- Rapidly outdated

4

Difficulty to design accurate
and up-to-date mobile and
encrypted traffic classifiers
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DL-Based TC Framework ©

\IXIXI/

Deep Learning Workflow for Traffic Classification
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The MIMETIC Architectu ree

The proposed framework is employed to design a novel
multi-modal DL-based mobile traffic classification
architecture to exploit the different views of a TC object

\IXIXI/
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MIMETIC outperforms ©
ML and DL baselines

\IXIXI/
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* Up to +8.6% F-measure improvement
* Run Time Per Epoch (RTPE) > 3.5x% lower
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?
o N/
Big Data-Enabled TC v,‘\*
Training of DL networks may result in completion times
orders-of-magnitude higher than those acceptable

Big Data (BD) parallelization perfectly suits =
the repetition of demanding tasks as in DL-based TC

Cloud services provides practical and convenient tools
to address these goals

However...
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?
o N/
Big Data-Enabled TC v,‘\*
Training of DL networks may result in completion times
orders-of-magnitude higher than those acceptable

. L @)
Big Data (BD) parallelization perfectly suits !
the repetition of demanding tasks as in DL-based TC

Cloud services provides practical and convenient tools
to address these goals

LAY
@/ However...

...DLtraining is non-naturally-parallelizable preventing
the transparent application of the BD framework
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f
o N/
Big Data-Enabled TC v,‘\*
Investigating and experimentally evaluating
the adoption of DL networks for classifying

encrypted mobile traffic via the BD framework

| Three intertwined
' dimensions

. Classification
performance
* Training completion tlm

* Cloud deployment cost @

Cloud-based setup

.

1
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Training Process on BD

N cooperating workers )
coordinated by a single
central master realizing
the data parallelism

\ N:{Z’lhR

Antonio Montieri

Master
Ors1 = UG}, 0y)

1
(every F)




Training Process on BD o -o

N cooperating workers )
coordinated by a single
central master realizing
the data parallelism

\ N:{Z’MK

Master

O = U], 6,)

1
(every )

Communication protocol
governing the exchange of
commits & pulls between
the workers and master
\_ Asynchronous

Antonio Montieri
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Training Process on BD o -o

N cooperating workers )
coordinated by a single
central master realizing
the data parallelism

\ N:{Z’MK

Master

% .1 = U0].0)
éf‘F 1
: (every ?)

Communication protocol Update frequency F )
governing the exchange of at which the workers
commits & pulls between execute a commit
the workers and master From one per mini-batch

\ Asynchronous \_ to one per worker )
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|

Training Process on BD vjlia
N cooperating workers (Federated-optimization )

coordinated by a single . .
y ) g algorithm defined by both
central master realizing :
. local workers computation
the data parallelism .
and master update policy

N=1(248,1
\- = ’K AEASGD )

Master

)

% b1 = U].0)
éf‘F 1
: (every ?)

Communication protocol Update frequency F )
governing the exchange of at which the workers
commits & pulls between execute a commit
the workers and master From one per mini-batch

\ Asynchronous \_ to one per worker )
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How does N impact

BD-Enabled TC?
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How does N impact Y,
BD-Enabled TC? 2%

1D-CNN —#— Ideal 1D-CNN --{z--
LSTM —@— Ideal LSTM --O---

Graining time vs. N \

* Decreasing trend with N
for both TC tasks

1D-CNN —®—  Ideal 1D-CNN -- - ° 1D—CNN (FB/FBM) ShOWS Up

LSTM —e— Ideal LSTM --@--

to -91.8% training time w.r.t.
centralized deployment /
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How does N impact Y,

- ‘o

BD-Enabled TC? 7%
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How does N impact Y,
BD-Enabled TC? 2%

100/ 1D-CNN Centr. 1D-CNN
LSTM —8—  Centr. LSTM --O--

1:m> émeasu re vs. N \

FB/FBM i Dgcreasmg F-measure
with N for both TC tasks

 1D-CNN (FB/FBM) shows
-53.4% F-measure when

7 N =16 w.r.t. centralized Sm
\deployment .

100 1D-CNN Centr. 1D-CNN
LSTM —@—  Centr. LSTM --&--
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Conclusions 5

Mobile and encrypted TC plays a role of paramount
Importance in network management

The effectiveness of traditional methods is hampered
In these dynamic and challenging scenarios

¥

Novel methodologies for encrypted and mobile TC
based on advanced ML and DL approaches
are proposed, implemented, and evaluated
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Thank youl!
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E ¢
Questions?

antonio.montieri@unina.it
wpage.unina.it/antonio.montieri

traffic.comics.unina.it
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MIRAGE-2019 Dataset Building

Capture phase GT building phase Dataset extraction phase
2 —TsTsEsEsEEsEEEEEE ~ . PCAP T TEEEEEEEEEEE - ~ . . e EEEEEEEEEEE= ~
+ Experimenter \ trace , v ! Y
! ! 1 : 1 !
! = ! > : Traffic ' MIRAGE-2019 !
| . ' ™ |segmentation L dataset |
| 1 1
: Traffic Traffic \ : Labeling : ! Dataset = :
. | generation capture ' : : .| extraction — :
1
i : - _] : [System-call I - :
' 0 O ! — filtering ! '
| 1 ! 1
1 a 1 1 1
. N strace S !
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MIRAGE-2019 Dataset
Structure

biflow
/ upstream
packet packet — flow
date / ength > downstream
flow
[ >-tuple fegl’?uh:es ( )

biflow

flow .
metadata ] lat ]:
upstream
flow
. v

4 '
downstream
flow

7

~
7
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Hard Combiners

MV Majority Voting None (Confusion Matrix)
Vote (Bayesian)

WMV Weighted Majority Voting Confidence vector

NB Nalve Bayes Bayesian Confusion Matrix
BKS Behavior Knowledge Space Behavior
Knowledge Space BKS & Confusion Matrix
WER Wernecke (Bayesian)
ORA Oracle Oracle N/A

* Simple combiners — No need for training
* Trainable combiners — Some free/tunable parameters
« 2nd level training or validation phase required
 Random training-validation-test set splitting 2 50% - 25% - 25%
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Soft Combiners

Mean Fuzzy Integral
Maximum K Weights Class Conscious
Trainable
Minimum KL Weights
Median
. DT-SE
) Class Conscious
Trimmed Mean )
Non-trainable DT-L1
Harmonic Mean Class Indifferent
. DT-FSD
Geometric Mean
Generalized Mean Dempster-Shafer
Probabilistic Product Oracle Oracle
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HC Methodology (1/2)

Traffic in Anon17 is split into directional flows

Four sets of classification features can be extracted

(1) 74 statistics
* Flow direction & duration
« Packet Length (PL) statistics
* Inter-Arrival Time (IAT) statistics
e TCP and IP header-related features
* Number of connections

Histograms of

PL
PL & IAT

@ <PL, IAT> of the first K packets

Antonio Montieri




HC Methodology (2/2)

Offline TC — @ @ @

Early-based TC — @

Five ML-based classification algorithms
@@ Naive Bayes (NB_SD)
@@ Multinomial Naive Bayes (MNB)
@@ Bayesian Networks (BN_TAN) |

MD@® cas B
@@ Random Forest (RF) _

—
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Performance Evaluation

* Accuracy
« Per-class measures

F-measure & G-mean (macro)
- Fine-grained performance

Confusion matrix (Stratified) 10-fold validation

Total Number
of Dataset ~ —f-

- Performance measures as pu * 3¢ |

68-95-99.7 Rule

0.40 [
‘2 0.30 68.27%

I

I

I

|

> Number of [ ]
' I

I

I

I

I

I
|
I
I
l
|
|
I

I
[ ]
||
[ ]
[ |
]
[ |
[ ]
[ ]
I

% o I SSe5% | Experiments
on I . T
u-3c u-20 H—C ] H+o u+20 u+3c . :I
99.73% under Lol
. . Training data
Gaussian assumption 7] Test data
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Depth of Accurate TC Featureset (O

TC-task Complexity — Performance Drop
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Anonymous Traffic Application
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MIMETIC General Framework

Shared Representation
Layery

= ]
-] ]
[ ]

Shared Representation
Layer,

[ -~

Input-dataq
Extraction
Input-datap
Extraction

—
S

-
Hman
Generated
PCAP Traces

'

(C) Fine-tuning

(b) Pretraining

e
=
4+
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o
>
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C
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MIMETIC Performance A/

FB/FBM

Table 5.6: Accuracy, F-measure, and G-mean [%] comparison of MIMETIC with the four groups of
baselines: (I) best single-modal DL classifiers, (II) shallow neural networks, (III) state-of-
the-art ML-based mobile-traffic classifier, (IV) classifier fusion techniques. Results refer to
the FB/FBM dataset and are in the format avg. (£ std.) obtained over 10-folds. The last
group reports the Mazimum Improvement Over Best - Classifier (MIOB-C) and the Mazimum
Improvement Over Best - Fusion Technique (MIOB-FT) [%] of MIMETIC architecture. High-
lighted values: overall best classifier, best baseline classifier (¢), and best baseline fusion
technique (I) for each dataset and performance measure.

Architecture Accuracy F-measure G-mean
MIMETIC 79.98 (4 0.49) 79.63 (£ 0.51)  79.53 (& 0.60)
I{ 1D-CNN [99] (L7-784) 76.37 (£ 0.73) 5.56 (£ 1.01) 74.79 (£ 1.76)
HYBRID [96] (MAT-20) 74.26 (£ 0.98) 73 23 (£ 0.95) 72 18 (£ 1.05)
H{ MLP-1 (L7-784) 74.46 (£ 0.88) 73.89 (£ 0.86) 55 (£ 0.89)
MLP-1 (MAT-20) 68 93 (£ 1.32) 67.86 (£ 0.94) 66 98 (£ 0.75)
I Tay_RF [42] (How-based) 6 (£062)¢ 7873 (£ 0.62)4 7837 (£ 0.76) ¢
MV (i 0.92) 74.48 (£ 1.14) 74.02 (£ 1.65)
IV{ SOA 78 86 (£ 079)i 78.37 (+ 1.00) 1 78 06 (+ 1.61)
TLF 74.61 (+ 1.57) 73.60 (£ 1.80) 59 (£ 2.14)
MIOB-C + 0.42 (£ 0.65) + 0.90 (£ 0.68) + 1.16 (£ 0.99)
MIOB-FT + 1.12 (= 0.89) + 1.26 (+ 1.14) + 1.47 (£ 1.84)

“HYBRID” refers to an hybrid DL architecture combining 2D convolutional and LSTM layers (viz. LSTM
+ 2D-CNN) proposed in [96].
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MIMETIC Performance "

10S

Table 5.7: Accuracy, F-measure, and G-mean [%] comparison of MIMETIC with the four groups of baselines: (I) best single-modal DL classifiers,
(IT) shallow neural networks, (ITT) state-of-the-art MI-based mobile-traffic classifier, (TV) classifier fusion techniques. Results refer to
the the multi-class datasets are in the format avg. (£ std.) obtained over 10-folds. The last group reports the Maximum Improvement
Over Best - Classifier (MIOB-C) and the Mazimum Improvement Over Best - Fusion Technique (MIOB-FT) [%] of MIMETIC
architecture. Highlighted values: overall best classifier, best baseline classifier (¢), and best baseline fusion technique (1) for each
dataset and performance measure.

Android 108
Architecture
Accuracy F-measure G-Mean Accuracy F-measure G-Mean
MIMETIC 89.49 (4 0.32) 81.51 (4 0.93) 91.96 (+ 0.95) 89.14 (4 0.82) 82.99 (& 1.14) 92.25 (* 0.84)
I{ 1D-CNN [99] (L7-784) 85.70 (£ 0.45) ¢ 7TR.68 (= 1.20)¢ 86.82 (£ 0.87)¢ 8264 (£ 1.63)¢ 7434 (£ 1.29)¢ 84.00 (£ 1.31) ¢
HYBRID [96] (MAT-20) 77.95 (4 0.41) 64.52 (£ 1.17) 76.35 (£ 1.45) 69.17 (+ 0.64) 58.75 (£ 0.76) 72.17 (£ 0.75)
H{ MLP-1 (L7-784) 78.71 (£ 0.65) 69.79 (+ 1.17) 81.52 (+ 1.38) 77.16 (£ 0.63) 67.61 (+ 1.07) 80.11 (£ 0.99)
MLP-1 (MAT-20) 64.94 (+ 0.47) 48.26 (4 0.96) 63.10 (£ 1.07) 54.42 (+ 0.63) 40.86 (+ 1.04) 57.56 (£ 1.03)
IIT Tay RF [42] (low-based) 84.78 (4 0.30) 75.49 (£ 0.89) 83.86 (+ 0.58) 80.77 (+ 0.84) 72.39 (£ 1.39) 81.88 (£ 1.27)
MV 80.41 (4 0.40) 71.28 (£ 0.85) 81.74 (£ 0.77) 77.24 (£ 0.62) 66.49 (+ 0.97) 78.92 (£ 0.97)
IV{ SOA 87.08 (£ 0.29)f 80.07 (£ 0.81)1 87.00 (£ 0.80)1 84.68 (£ 0.55)1 7594 (£ 1.10)T  84.15 (£ 0.96) 1
TLF 68.87 (+ 1.05) 48.82 (£ 1.92) 62.55 (+ 1.86) 62.01 (4+ 0.97) 39.07 (+ 1.52) 54.07 (+ 1.94)
MIOB-C + 3.79 (£ 0.59) +2.83 (£ 1.66) + 5.14 (£ 1.06) + 6.50 (£ 2.12) + 8.66 (£ 1.77) + 8.25 (+ 1.72)
MIOB-FT + 2.40 (+ 0.48) + 1.44 (+ 1.56) + 4.96 (+ 1.46) + 4.46 (+1.01) + 7.05 (£ 1.43) + 8.10 (+ 1.27)

“HYBRID” refers to an hybrid DL architecture combining 2D convolutional and LSTM layers (viz. LSTM + 2D-CNN) proposed in [96].
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MIMETIC Performance
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How does F impact
BD-Enabled TC?
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How does F impact
BD-Enabled TC?

CHENN -

150
v 1D-CNN 1D-CNN
1 D-C N N 100 1/F =90 ------- 10 [ 1/F =90 -------
N=4 _ | N
| \ S
c | = ~
. ] i
d = | R ] R YO RR——— . o
FB/FBM 10— = » 95 & Sree R ene
w w

" 1/F [#epochs] " 1/F [#epochs]

Both training time and cost increase with frequency update F
+53.2% passing from 1/F =90 to 1/F =1/20
+80.3% passing from 1/F =1/20 to 1/F = 1/139
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How does F impact
BD-Enabled TC?

1 D_CN N 100 1D-CNN

90 entralized -------
- —_— 80F . e e
N = 4 R 70 1 [

L 60 1 I
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@ 50
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£ 40 : )
1§D £ %
20
10

FB/FBM 0 H T

6ET/T
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« F-measure varies for different frequency update F intervals
* Best performance for 1/4 <1/F <10
* Significant degradation for 1/F <1/10 and 1/F > 30

« Computational bottleneck at the master for 1/F <1/10 hindering the
correct collection of the updates from the workers
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