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Digital Image Forensics
in the era of social networks

Digital Image Forensics deals with the authentication and the analysis of o . » Image source identification is typically
a digital image aimed at providing useful evidence before a court [1]. WPI:ICthS thekspei:flc clfme;a based on the Photo-Response Non
We broadly focus on the two following topics: that has taken this photo: Uniformity (PRNU) noise of the camera

e PRNU-based methods assume that the
camera PRNU pattern is known, or that
a large number of images come from
the target camera are available [2].

* image integrity detection: it establishes if a digital image has
undergone malicious post-processing or tampering;

* image source identification: it determines whether an image is taken
from a given camera or model.

Nowadays it is extremely easy to share digital information thanks to the * These assumptions are not met in real-
use of social networks. In 2014 more than 1.8 billion images and videos world applications, especially if we
have been published on the net each day. Besides its explicit value, this think of an open set scenario, like a
wealth of visual data represents a precious source of information for social network. For this reason, we
investigations. In order to detect illegal activities and combat crime it is relax or remove this hypothesis, by
important to determine the origin of a visual asset and its integrity. Samsung A5 HuaweiP9lite iPhones  O€Veloping a blind method.
Likewise, proving that a photo was taken by a given camera or has not

been manipulated may be important before a court of law.
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Image Dataset (Y,) Noise Residual (R) Affinity Matrix (W) Recasting the problem as a graph G=(V,E,W) partitioning where: Running the Correlation Clustering with different parameter, we Algorithm 1 Clustering Refinement
R . : —_ 1 p2 M 1: procedure C' = REFINEMENT({ R}.{C'})
ot lozt | V: each node denotes an image obtain M base clustering P = {P ,P=,...,P } For each , P oo U} 1C}
. : s - : c| =
1|1 [o3l | . : : : partition P!, we calculate the co-occurrence matrix S: 3 dl |
> ol T E: each edge denotes an image-image relationship - 0
A B W: hed ioht .. imilarit i i ; 4: changed = FALSE
: each edge weight measures pairwise similarity i 1 if P'(y) = P*(k) s Increase 7jc:
cThT ‘ : J:k 0 otherwise 6 L={Cp 1 |Cp| > Tjcy}
Y=X+K-X+N R:Y—)ZEK-X+N W,J =C0rr(Ri,Rj) 1 Edge Cut ScallngW|th an o factor: 7 SZ{CPN |Cp| §T|(','|}
X = With the M similarity matrix we can obtain the Weighted 8 compute K, for all C, € L
€ i . . .
() Edge Retained Evidence Accumulation matrix of WEAC [11]: 0: compute Ay, forall €, € Land G, € S
_ | W — W — 10: while max, ,y A, 4 > 0 do
: e oo CAT? 11: changed = TRUE
The correlation between Vi, .k M Wi = ——— . ey
- Xe Xc <~ <0 So that if S0 i and i . Z;Lil CAI"? 12: (p™,q") = argmax, ) Apq
images residuals coming from = Xy =Xy~ Ky S o that, if w;>0 i and | A = E w; S" | y 13; O, = merge(Cyr, Cyr )
. = coming from the same 1 _ i D 14: update £, S
the same camera are higher | i1 CAI; = sim(P?, P7) - :
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than the ones comin £() =D WX, | | J=Li# N N ;
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1 Fig. 3: Distribution of cross-camera (red) and same-camera Obtain mUIti |e artitions . . . . . . . . 1
different camera ) oo, T oo % ompd g cc : PR bep Using a Single-linkage clustering and calculating the objective k* = end while
individual noise residuals. —_— fOF the neXt Ste :
X~ =argmin E(X) P . . i, * 18: while changed
we obtain the desidered partition P(k*)
xeXc 19: end procedure
Set #Dev Bloy2008 Amerini2014 FahmyZ()lS Marra2016 p[‘()p()sed Ncut oracle CC oracle 450 Proposed - #cluster = 7 - ARL = 0.915 Set #Dev Bloy2008 Amerini2014 | Fahmy2015 Marra2016 proposed Ncut oracle CC oracle s50 Proposed - #cluster = 12 - ARI = 0.847
Set Model Al 5 0.708 0.763 0.707 0.665 0.916 0.872 0.908 400 =K°°‘ak”‘°“’3°“‘6“’ ] Al 5 0.272 0.301 0.196 0.402 0.723 0.305 0.513 .o Bl oo miossoes |
‘ Nikon CoolPixS710 0 (186 Nikon CoolPixS71 1
et | Models A2 10 0.725 0.699 0.683 0.813 0.852 0.801 0.848 350 oo | A2 10 0.395 0.233 0.106 0.471 0.592 0.294 0.567 250 -pmkﬁczDczssgoo(:o(g,%)
Set A | 170, Z150, D200, 4z, RCP Amax 18 0.689 0.568 0.374 0398 0.729 0.665 0.761 Bl sorangtravacoay || Aumax 18 0.244 0.134 0.033 0.538 0.532 0.171 0.569 Samsung Lrévwide 0 (231
300 [ ] g (@31)
Set B | M1063, S710, DCZ, L74w, NV15 Bl samsung nvis 0 217) 300 Bl sorsuno NVis 0 217) |
Set C | all ten models B.1 5 0.388 0.722 0.324 0911 0.915 0.722 0.736 250 , B.1 5 0.529 0.592 0.098 0.691 0.847 0.705 0.792 »
_ _ B.2 10 0.538 0.606 0.505 0.833 0.836 0.683 0.819 200 - _ B.2 10 0.355 0.357 0.036 0.621 0.718 0.394 0.683 .
TABLE II: Heterogeneous datasets used in the experiments g max 2] 0.464 0.451 0.457 0.860 0.881 0.631 0.834 | Bmax 21 0.232 0.078 0.019 0.547 0.644 0.084 0.597 ]
For each dataset (e.g., A) we consider three version, with ong 150 150
(A.1) two (A.2) or all (A.max) devices per model. C1 10 0.627 0.669 0.703 0.844 0.865 0.669 0.836 100 ] C.1 10 0.461 0.309 0.089 0.618 0.646 0.338 0.643 100
c2 20 0.683 0.607 0.486 0.856 0.956 0.607 0.929 . , c2 20 0.324 0.173 0.064 0.573 0.485 0.203 0.636 .
C.max 39 0.598 0.536 0.413 0.686 0.821 0.536 0.798 . C.max 39 0.220 0.031 0.026 0.571 0.601 0.049 0.589 Ii“.=i
| | LN -
TABLE III: Performance on heterogeneous sets. TABLE V: Performance on heterogeneous sets after high quality uploading on FaceBook.
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