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Background

* |received in year 2018 the Master Science degree cum laude in
Computer Engineering from the University of Napoli Federico Il

* |attended a curriculum in Computer Engineering within the PhD
programme in Information Technology and Electrical Engineering at
the University of Napoli Federico Il

* |received a grant from Ateneo Federico Il

e | am part of the DESSERT (Dependable and Secure Software
Engineering and Real-Time Systems) research group, DIETI Department

* | collaborated with a research group in the College of Computing and
Informatics at the University of North Carolina - Charlotte (UNCC),
North Carolina, United States
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Main Research Activity Overview

* Research Problem: Fault-injection in cloud
computing infrastructures for reliability issues

* Proposed Solutions:

— Fault-injection tool-suite a

— Anomaly Detection Approach to Identify Failure @l
Symptoms

— Machine Learning Approaches to Failure Mode @
Analysis
— A Monitoring Strategy to Runtime Failure Detection

itee

NNNNNNNNNNNNNNNNNNNN Pietro Liguori 5

€eLECTRICAL eNGN ERING




Further Research Activities

* Automatic Generation of Software Exploits starting
from Natural Language description

— Starting from description in English language, | developed
an approach to automatically generate shellcodes in
assembly and their encoding/decoding structures in
Python/assembly

— The approach leverages Neural Machine Translation (NMT)
techniques

e Research activity in collaboration with UNCC
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Fault-injection in Cloud Infrastructures

(7, )

ORIGINAL CODE

7 - Workload
// BUGGY CODE (missing parameter) e VNC/VMR
.compute task api.schedule and build instances H Openstack
\ (instanceID) N e xsrworkinq
pra ~1~~-__ OpenStack Block
R ">~ _Storage API
SRR - OO ./ G oo

A

wsolinea.com /\‘\/\'// API

1

&--
.

P SRR

”””””””””””””””””””””””””””””””””” OpenStack Identity API

J ! 3 v v !

vy ‘ TR AT N eueranl | IR G BUSR [ I (e W—

- swift-proxy )}—- gk ‘@‘\~ ImagelAP,’ ! 3 \

| il § | i o 1 : Data Logs

! | 1 S nova-cet/ | i

! 1l X s ' | :

[ | | ] ! neutron agents )

; co| | | oo | 3 : | | > Workioad Logs

: ! : : ------- : : 1 | » SystemLogs

! ' ' roa [ A R vvr - i ! ' . ,
: 3 iy 2 I | 3 . > Distributed Tracing
E account | container dg&);gn 3 OpenStack 5 3 ‘: \\_“ 3 I@ el 3 i

E OpenStack Object Store i Image Service | 3 : 3 3 i

E i . . OpenStack Block Storage OpenStack Networking | ]

: B¢ O&eennStt_‘fyc . E | g OpenStack Compute i 3 i

OpenStack Identity
OpenStack

Identity
Service

identity
backend

catalog policy
backend backend

INFORMATION tECHNOLOGY P | et rO ng U O rl U

eLECTRICALEGeNGINEERING




Open Issues

Definition of Execution of the Identification of the
the Fault Model FI experiments Failure Symptoms
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Fault-Injection Tool-suite o°

 The tool provides a fault injection as a
service solution to automate and |change {
accelerate the tests on the cloud // the code pattern

— |t allows the user to customize faults }
: into {
and introduce new faults

// the code replacement
— Fault models validated in cooperation |}
with Huawei Technologies Co. Ltd.

— Use a mix of Python language elements Croatonofinstancosand _ Crosionsod ystam _ Resoure
and/or DSL directives to describe code . JIm :¢scsssssivesdosdosddfddsd
attern and replacement R T T R R R I
P P Ne:::: I ;‘ll I I cé’;‘;:‘t:"
Cinder (oxr::ol;‘a]:itin\j in(Nova).-h.:
° Provides advanced features T ‘ ...... =1 | """"

— Coverage analysis, Failure logging, " C 1 e
Failure propagation, Failure —cee| Sse @ 4 =
visualization e S
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PR
Empirical Analysis of Cloud Systems

» RQ1: Are failures actually “fail-stop”?

s Answer: In the majority of the cases, OpenStack does not behave in a «fail-
stop» way (late or no API error)

e v' Suggestions: Mitigate failures by actively checking the status of virtual

resources as in our assertion checks (e.g., checks incorporated in a monitoring
solution)

\

» RQ2: Are failures logged?

s Answer: In a small fraction of the experiments, there was no indication of the
E failure in the logs

v' Suggestions: Improve logging in the source code (e.g., by checking for errors
returned by the faulty function calls)

» RQ3: Are failures propagated across sub-systems?

0 1 ¢ Answer: In most of the failures, the injected bugs propagated across several
7

OpenStack sub-systems. There were also relevant cases of failures that caused
Q subtle residual effects on OpenStack

v Suggestions: Improve resource clean-up on errors, to prevent propagation
across service API calls and across subsystems.
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ldentification of the Failure Symptoms

Step 3: Perform fault injection;
collect a faulty trace

Node Node 7

Event timelines

c > (one per node)
‘ A ‘ ----- > Anomaly detection Hﬁ
\ / P E- i g A I I I
Step 1: Instrument — %» 511
communication APIs O\/ 3
yank - Q C
(REST, Msg 1B R — " Model training of normal H Sometiine
QUEUES, ) | B ' o behavior unexpected
. h d in C!
for tracing st Step 2: Run the system  Step 4: Anomaly appeneain
°%  without fault injection;  detection on the Step 5: Report
collect fault-free traces faulty traces results to the
human analyst
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Anomaly Detection Algorithm @’)‘

 Compare faulty-traces with fault-free traces
using Longest Common Subsequence (LCS)

Non-determinism of cloud systems
Not all the deviations are true anomalies

Probabilistic Model

Application of Variable order Markov Model on
the deviations to discard benign variations

Pietro Liguori 15

€LECTRICAL eNGINEERING



Experimental Evaluation of the
Anomaly Detection  puinces
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Failure Mode Analysis

Failure mode clustering

—

-Volume fallureﬂ'

—Connection Ib'?

gtnstance stalledj,
= ~—:;"""/‘1,

Spurious anomalies:

+ Nova Client, POST 409 [REST API|

+ Nova Client, POST 400 [REST API]

+ q_plugin. get_active_network_info [MQ RPC]

Omission anomalies:

- Nova Client, POST 200 [REST API

- Nova Compute, build_and_run_instance [MQ RPC]
- Cinder Volume, attach volume [MQ RPC]
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Failure Mode Analysis ]}ﬂ

Unsupervised ML applied on the top of

the results of the anomaly detection (7) Visualization
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DL Approach to Failure Mode Analysis
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The approach uses Deep Embedded Clustering
(DEC) and does not require a manual effort by the
human analyst for feature engineering
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Clustering Evaluation

I Workload

Clustering

Clustering w/o fine-

tuning
Clustering with fine-
tuning 0.94 0.86 0.90
Deep Embedded
Clustering 0.84 0.83 0.89

DEC approaches the performance of manually-
tuned clustering with anomaly detection
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Runtime Failure Detection

| Node 1 @ | Node 2 |
Instrumentatlon
\ RV Process

Events
Communication APIs Stream
(REST APIs, MQs) Processor

Monitor
Collectlon of Synthesis
correct executions

| Node 3 |

Fault-free Lightweight
traces Monitoring Rules

@ Analysis
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Rule Types

* Ordered-Events Rules (ORD): Events following
always the same order and occurrence

a—>b—-c

* Occurred-Events Rules (OCC): Events occurring
without following any specific order and/or
occurrence

a—->b->b—->c or a—-c—-b

* Counted-Events Rules (COUNT): Event repeated
several times varying in a range of value

min < |a| < max
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Experimental Evaluation of the
Runtime Monitoring Approach

" ppproach | precison | Recal | i score

OpenStack (0OS) 1.00 0.36 0.53
Monitoring Rules (MR) 0.89 0.81 0.85
OS with MR

0.89 0.92 0.91

Workload OS with Workload
Start MR MR 0S End
Failure > >N
Notification
Interval 0 440 458 554 seconds
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