Pietro Liguori
Tutor: Prof. D. Cotroneo — co-Tutor: Prof. R. Natella
XXXIV Cycle - |l year presentation

Failure Mode Analysis

in Cloud Computing Infrastructures
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s Empirical analysis of cloud computing infrastructures
by using the software fault-injection

= Fail-stop behaviour n
= Failure Logging ]

= failure Propagation
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* Modeling the normal (fault-free) behavior@
of the system ‘

** Compare faulty traces with the normal behavior
of the system to identify the anomalies

=  Sequence comparison (e.qg., LCS)

=  Massive amount of False Positives (~40%)

*» Applying unsupervised machine learning to
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group the experiments by their failure modes
= Experiments represented as vectors of features

= Features represent message (event) types

= Values represent the number of anomalies for event type
= Clustering applied on all the experiments
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Charlotte (UNCC), North Carolina, USA, on a new research topic.

exploits by using the Neural
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is the classification? Purity is ~0.94

D. Cotroneo, L. De Simone, P. Liguori and R. Natella, "Fault Injection Analytics:
A Novel Approach to Discover Failure Modes in Cloud-Computing Systems,"
in [EEE Transactions on Dependable and Secure Computing, September 2020

¢ Visualization tool to help the human analyst Q

= A tool for visualizing fault
injection  experiments, which
points out relevant events for
interpreting the failures
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= A dashboard showing the failure
modes for one of the fault
injection campaigns
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automatic generation of software
Machine Translation (NMT)
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¢ Runtime Verification (RV) via stream processing

in the cloud computing infrastructures

Building a set of lightweight monitoring rules
from correct executions of the system in order
to specify the desired system behavior

Synthesis of the rules in a runtime monitor
that verifies whether the system’s behavior
follows the desired one

D. Cotroneo, L. De Simone, P. Liguori, R. Natella and A. Scibelli
"Towards Runtime Verification via Event Stream Processing in Cloud
Computing Infrastructures"”, International Workshop on Artificial
Intelligence for IT Operations, December 2020
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Ongoing and Future Activities

*»* Automatic Software Exploit Generation

Kickstarting a new research topic in
collaboration with the University of North
Carolina at Charlotte (UNCC)

Generation of software exploits
shellcodes) from natural language

(e.g.,

Leveraging the Neural Machine Translation

techniques ¢
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Verification and Validation

Shellcodes

Phase 2
NMT for Shellcode Generation

Dataset

Phase 1

Dataset Collection
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