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Problem

 Relevance: the uncontrolled growth of the
delay in communication networks

- the term bufferbloat! has been coined to indicate
such phenomenon

 Approach: simulation and emulation to
study the bufferbloat problem, to design
and to evaluate solutions




Context: network traffic control 1/2

* High network resource

utilization with low network

delay e |
« Transport protocols, e.q.,

TCP, send as much data as -

possible to keep high &

network utilization AN W
 Network buffers aim to store =

packets waiting for

transmission avoiding
packet losses




Context: network traffic control 2/2

* The need of mitigation
strategies arises to avoid
unnecessary delay, In

particular for interactive
traffic

* Active Queue Management

(AQM) algorithms have
peen proposed to drop
nackets before the queue
pecomes full
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Context: network experimentation

 Simulation, emulation and testbed
experiments are possible approaches
to evaluate network performance

 Simulation allows high flexibility and
has low complexity

* The challenge of using simulations is
their credibility




Contributions

Analysis of the Linux networking stack

Design and implementation of an ns-3 traffic control
module based on the Linux one

Design and implementation of a new methodology to
support network emulation

Validation of the implemented modules

A scheme of traffic control in LTE networks to reduce
latency

An alternative scheme of flow control to improve the
effectiveness of AQM algorithms




Analysis of the Linux networking
subsystem: architecture 1/2
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 The device driver manages the device buffer (tx ring)
- stops/wakes the queue

- notifies the kernel about enqueue/dequeue events
to support dynamic ring sizing through BQL




Analysis of the Linux networking
subsystem: architecture 2/2

H TC
- Nemork device driver
qdisc
- X :
ring
A '
5 : ;
stop / wake ‘transfer completed  Physical
host

» Traffic control stores packets waiting for transmission

* Packet schedulers and AQM algorithms implemented as

queueing disciplines (qdisc)

- pfifo_fast is a three band discipline and separates flows based on the IP Type
of Service (ToS) field of packets

- fq_codel separates flows through hashing of the five-tuple of packet and
manages the queues with CoDel




Analysis of the Linux networking
subsystem: performance
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The ns-3 network simulator

e Full-stack simulation and emulation of
multiple network technologies (e.g.,
3GPP LTE, IEEE 802.11ac)

* Design inspired to Linux networking
stack

* Lacked an equivalent of the Linux
traffic control

* Limitations in the emulation support

ns-3




A traffic control module in ns-3 1/2

Ipv{4,6}L3Protocol

: * Single level of queue

e inside the device
NetDevice * Limited AQM support

Y
channel




A traffic control module in ns-3 2/2

Ipv{4,6}L3Protocol
|

\ 4

Ipv{4,6}Interface
traffic-control

[ cha;mel

J

ns-3 stack with traffic control

* Traffic control between IP and

device layers

* Packet schedulers and AQM
algorithms implemented as
qdisc

NetDevice i
NetDeviceQueuelnterface
m_txQueuesVector |

o —

y
NetDevicelnfo A )
m_rootQueuenisc [ Ik | [ ]NetDeviceQueue
m_gueleDiscsToWake . QUEUEDiSC i m_wakeCallback
1 > - .11 ]NetDeviceQueue
TrafficControlLayer QueueDisc:Run 4|\ Sy cCallback Q

Implementations details about the introduction of traffic
control module.
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Network emulation through kernel
networking bypass 1/2

e Sockets have no access to the device
tx ring status

"ns-3 send buffer
node u——i traffic-control [ @ \ TC
= MNetwork device driver
Is) qdisc- G>J packet | host Qdisc ’
Q (]
e + || socket _
o Kl » 2 »>e | i -»m
& i X -
= > K " . —
< - L \ ; transfer completed
F S i dmmar : N _
S Stop "‘ Wake ' gl|||||IIII|||IilllllIIIIIIIIIIIIIIIIIIIIIIIIIIIIlIIIIIIlIIIIIE physlcal
drop if amount of bytes stop / wake host
in flight ds
send buffer size
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Network emulation through kernel
networking bypass 2/2

 Netmap provides an image of the device
tx ring
- flow control between the netmap tx ring and
traffic control

ns-3

node u——)' traffic-control] [ & TC
- = Netmap tx ring ) Network device driver

3 qdisc 2 host qdisc

Q "0'3 netmap

e & tX :

2 | £ 15 - -

& : z ¢ transfer completed

3 g :

= stop / wake physical
stop / wake host
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Validation: testbed

Linux

sendes E e R Racaver « 3 nodes on 2

e e subnets

= e T * Fixed

e T e L sender/receiver

ns-3 configuration

s i — . Bottleneck

o = | = = causes queueing

= =~ = delay

s e ] o |
_|—|—|_ 1Gmps L L 100 Mops —
Testbed with intermediate host configured with Linux

(top part) and ns-3 (down part) traffic control in
emulation mode.

Enhancing the fidelity of network emulation through direct access to device
buffers, P. Imputato and S. Avallone.
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Validation: traffic control and
emulation methodology

* ns-3 traffic control configured with pfifo fast
* five emulation methodologies
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Validation: CoDel, FQ

* ns-3 traffic control configured

-CoDel, RED

with AQMs
eneric pfifo_fast

* Emulation mode with netmap
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A scheme of traffic control in LTE
networks to reduce latency
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An alternative scheme of flow control
to improve the effectiveness of AQM
algorithms

* Rate based AQM algorithms affected by specific flow
control implementations
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Conclusions

In this work we aligned the ns-3 queueing
system to the Linux one by introducing a
traffic control module

We devised a new methodology to support
network emulation through bypass of the host
networking stack

We validated the emulation methodology and
the modules introduced into ns-3

Our work improves the accuracy of all the
performance metrics affected by traffic control




Future works

e Future works include:

- the design and evaluation of traffic
control strategies in the context of
5G and WIiFI networks

- the validation of other ns-3
modules, e.qg., TCP
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Imputato, N. Patriciello, S. Avallone, J. Mangues-Bafalluy, accepted for
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