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Background



Context & 
Contribution

• Context

– Phishing email attacks

– Human factor in Cyber Security

– Machine Learning for Cyber Security purposes

• Contribution

– An email threat management system based on

• the use of automatic machine learning classifiers to 
anticipate security incidents, trained with real data 
collected on the field

• the analysis of both the technical and cognitive 
characteristics of a phishing attack

• the best defence methodologies found during the 
previous analyses, validated by large-scale social 
experiments
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Phishing Attacks
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Motivation (1/3): 
phishing as major 

security issue

Email is currently one of the 
most used channels for making 
(starting) cyber attacks, 
increasing in number and in 
malignance ($1.8 billions of 
monetary losses in USA in 2019).

Several security and data 
protection agencies have raised 
alarms
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Motivation (2/3): even a “simple” bullet can hurt

➢ People increasingly publish personal information, typically used to make email attacks trustworthy and 
captivating ( social engineering techniques)

➢ The main problem is that these attacks are very sophisticated and mingle with a lot of noise (marketing, 
advertising, errors, newsletters, sex photos etc.)

➢ The problem with large companies is that the number of employees who may fall victim of phishing or 
download malware is considerable
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Motivation (3/3): the need for automatic tools
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SMTP was not designed with a 
security-by-design approach:

the recipient of an email cannot authenticate 
the sender!

Anti-Spam filters help to mitigate the 
problems of STMP and Spam Emails

✓ Network overload
✓ Loss of time and productivity
✓ Irritation and discontent

but
X   Vechicle for attacks

(miss-classifications, evasion and poisoning attacks)

Entire anti-phishing groups in 
SOCs to check for security 
incidents among the user-
reported emails (mostly noise)

outcome

▪ Identity Theft
▪ Direct economic losses
▪ Serious reputational consequences
▪ Denial of access to services



IDEA : highlighting “the needle in the haystack”

Potential security incident

Security incident defined as
“a security-relevant system event in which the 

system’s security policy is disobeyed
or otherwise breached” [RFC4949]

Two necessary conditions as long as a 
security incident occurs:

➢ The recipient is deceived by the email
➢ The “payload” of deception is not trivial
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Scenario
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Scenario
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Dataset collected

22K (unique) spam emails reported by employees of the 
company (every day the new ones come in), labelled as one 
of the following classes:

➢Critical spam - Class 1, Positive: spam emails that have 
created a security incident or at least required a defensive 
action to prevent future infections 

➢Not relevant spam - Class 0, Negative: spam emails with 
low or no degree of danger, and did not require any 
recovery action. 
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Examples
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Feature set

• 79 features coming from 8 
different feature fields
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Selecting supervised Machine Learning models

Support Vector Machine (RBF Kernel) and Random Forest have the best performance.
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RBF SVM  vs  Random Forest

Random ForestSupport Vector Machines (Kernel RBF)

Random Forest shows better performance than RBF SVM 
(after both class weights and threshold tuning process)
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Which features really 
worked?
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Performance using the best X features

36 features are enough to capture the problem.
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Performance using the best X features

The view aspects and the content of the email are the most important 
traits to focus on (in order to create/detect an effective phishing email)Luigi Gallo 20



Evading the detector 
with adversarial samples 
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Data-driven security 
awareness

• Clustering of positive samples

• Starting from the most suited centroid, 
altering some of the features with a 
perturbation δ

• Seven adversarial samples representing 
the phishing templates used in our 
experiment have been obtained

• Such synthetic emails have been sent to 
a total of 41,154 people, of all levels of 
expertise, education and age. Each 
phishing template reached 5879 
random people. The purpose is to 
measure the degree of success of each 
template.   
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Results of the awareness campaign experiment
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Ongoing and 
future work
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Scan the QRcode to enjoy the email test

https://spamley.comics.unina.it/

https://spamley.comics.unina.it/


Machine and 
Human 

Learning 
collaborative 

approach



Conclusions
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Support Vector Machine and Random Forest classifiers achieve 
the best performance

The full feature set considered allows to obtain up to 91,6% of 
recall and up to 95,2% of precision with supervised approaches

Highly dangerous spam emails can be detected with (only) 36 
features

A large scale social experiment confirms the above points

This system has been integrated to help the Threat Intelligence 
processes of the partner company

A new dataset is about to be released to allow the scientific 
community to conduct technical-cognitive studies on phishing
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Backup Slides

Luigi Gallo 30



Annotation consistency evaluation
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Percentage of agreement: 94,67%
Kappa statistic: 83,3%



Full 
Feature 

set
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Feature importance
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f1-score of all possible pairs of feature fields 
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Clean text extraction scheme
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