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Background

ERICSSON

 Master’s Degree in 2018

— Automated discovery of
CoAP-enabled loT devices INFORMATION tECHNOLOGY

eLECTRICALEGeNGINEERING

* GARR scholarship (years 2019-2020)
— Docker Security Playground

Docker
Security Playground

e Sec.S.l. Research Group
— University spin-off
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Context &

Contribution

. Context

— Offensive Security
— Penetration Testing

Web Application Penetration Testing (WAPT)

— DAST (Dynamic Application Security Testing) tools
*  Contribution

— Intelligent models to improve DAST accuracy and
efficiency

Intelligent agent for the discovery of Cross-Site
Scripting vulnerabilities using Reinforcement
Learning

Expert system that recommends the best actions to
perform in a web penetration test

A toolset to enable the collection of dataset for web
penetration testing
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DEFINING THE SCOPE EXPLOITATION REPORTING

FOOTPRINTING AND DETAILED RESEARCH AND RECOMMENDATIONS AND
IDENTIFYING THE ANALYSIS OF THE FOLLOW UP TESTS
NETWORK TOPOLOCQGY VULNERABILITIES

A sequential decision making process, under uncertainty

Web

A combination of automated tools and manual inspection

Ap pl |Cat ol * Manual testing much more accurate, but tedious
. e Automated tools very inaccurate and inefficient
Pe N Et rat IoNn e Useful to narrow down the possible tasks to perform
Testi ng A different business logic causes the trade-off

e Experience&Intuition vs. Brute Force
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* Anagent
— learns a policy (a way to perform a task) by
interacting with an environment

— Receives a feedback after every
interaction, called reward

— An algorithm arranges the rewards by
assigning a numerical value to each action
In any given state

— The set of best actions for any given state
corresponds to the best policy

. * (Q-Learnin
Reinforcement 6
Learning
’_' Agent l
state reward action
S, R, A
< Rt+l i t
< Environment ]4—
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Cross-Site scripting (the attack)
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link to victim (e.g. email scam) ..
Attacker Victim
Victim clicks on
link and requests
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Malicious script sends
victim’s private data
to attackei
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Empty String

Place("alert(1);";
"ExploitCode")

No
observation
available

Penetration

tester

methodology

"alert(1);"
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Place("</textarea>";
"PreContext")

"</textarea>alert(1);"

Reflection

Place("<script>";
"Context")

"</textarea><script>alert(1);"

"</textarea><script>alert(1);</script>"

Place("</script>";
"PostContext")

inside

"<textarea>"
tag

HTML Syntax
Error

Reflection in
HTML area

"<script>"
tag
not closed

\/\

Reflection context (<textarea>)
Escaping (</textarea>)

New context injection (<script>)
String well-formedness (</script>)
Code execution
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PreContext Context PreExploit ExploitCode PostContext

State-Action space

* State
— Current conditions of the attack string
Reflection context
Execution context
— Syntax errors

— Code execution

 Adifferent action on each attack string section
— Parameterized action space
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Environment Design

* Vulnerable by design applications to emulate
attacks and practice hacking techniques

WAVSEP (Web Application Vulnerability
Scanner Evaluation Project)

— Benchmark
— Outdated (last commit 2013)

* Enlargement work to bring WAVSEP to the
current state of the art

— Several online training resources
considered

* OWASP vulnerable machines,
PortSwigger Academy
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First
Ilteration

e A semi-automated
platform

— Suggestions to
the penetration
tester

— The humanin
the loop takes
care of the
interactions
with the web
application

Perceive:
List of ohservation

4
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CJ-

Agent
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Lookup
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Action:
attack string
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Second
iteration

* An automated module,
called Observer

Sends attack strings
in HTTP requests

Analyzes the
responses looking
for behavior
representative of
Cross-Site scripting
vulnerabilities
Query Xpath and
Selenium headless
browser

<[>

Web Application

HTTP Response

@

Observer

Observation
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Action:

http://web-application.it/page?par=payload
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Third
Iiteration

Fully automated
intelligent agent

— Reinforcement
Learning
environment based
on Gym OpenAl

— Integration with
Observer module

/ Agent

- Action:
w attack string

Q-Table

~—

iAW e

Send attack string to the web application
Observe the response

|dentify the state

Lookup the corresponding best action
Send a new attack string
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Performance

evaluation
(1 of 3)

Accuracy

o TP

recat = TP ¥ FN
TP

preClSlOTl = TP n FP
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Performance

evaluation
(2 of 3)

Accuracy

J = sensitivity + specificity — 1

ity = TP
Sensitivity = TP + FN

L I'N
specificity = m

True Positive Rate
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Performance

evaluation
(3 of 3)

Efficiency
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Future Work

== STATE SPACE CARDINALITY = AVERAGE TRAINING EPISODES

1000

1 2 3 4 5 6 & 9 10 11 12 13 14 15 16 17 18 19 20

OBJECTIVES

Categorical nature of the problem

— Training increases with larger state-action spaces

— Environment that encompasses more states than the “real” ones

— Unable to take advantage of Neural Networks (Deep Reinforcement Learning)
Solution

— Use models that capture the dynamics of the system and then apply Reinforcement Learning
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PT Expert system supported by

knowledge graphs

* An ontology for web
application penetration
testing...

e ..basedon..
— Web Hacker’s handbook
— OWASP Testing guide
— CWE

e ..represented in the form of
a knowledge graph

— Visualization of attack
paths




Built around the concept of “Hacking Goa

Chain of tasks

I”

— The objective pursued by the

penetration tester

e E.g. find all SQL Injection

vulnerabilities

A system that outputs the list of tasks to be

performed to reach the Hacking Goal

— Tasks are performed with a combination
of manual actions and automated tools

— An action is an HTTP request
— Dependencies among tasks

* Some tasks depend on the results of
the previous ones

Task Scope
prthes is endangered by
|
task - to - weakness
weakness - to - scope
is probed by endangers
Weakness




Recommendation
system

° . 0
""""""

1. ':'°.Users set the goal. '

2 “The system outputs the task to

-:'.-perform hext
“"-Users pe‘rform the recommended

actions and review the results

Users insert results into the
system

The system elaborates the results
and outputs the next task in the
chain
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Toolset for web penetration testing

dataset
* Proxy architecture to capture:

— user interactions with the browser
— generated network traffic

* Dataset storage

* Video playout feature

— Reproduction of the steps performed during the
session.

— Proves that the collected events are sufficient to
recreate the session.
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Conclusions &
Future Work

* Approaches to provide automation to offensive
security practices

— application of a Reinforcement Learning model to create an intelligent agent that
discovers Cross-Site scripting vulnerabilities

— ontology for web application penetration testing represented in the form of a
knowledge graph

* Inspired human penetration testing methodologies

— Improve tools’ detection abilities in terms of accuracy and efficiency

e Future work

— Application of Artificial Intelligent models to hacking datasets
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