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Hierarchical Learning in loT Scenarios:
a Hybrid Intrusion Detection Approach
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Proposed Solution [1] Evaluation on BotloT Dataset [4]
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Hierarchical learning approaches enables scalability and easily re-training [2] M2-DAE overperforms Machine Learning (ML) models
€3 Train input and is lighter than the Deep Learning (DL) counterpart, i.e. DAE
O Inference /0
D o g reeeerer Stage 1 (S1) Anomaly Detection ODAE  @F @LOF @M2DAE (@ OCSM
9‘;" > 10, D';:’;;fo‘r' 5 Packets 10 Packets 15 Packets _ 20 Packets ” 25 Packets —
E8l | Anomaly threshold (75) 20— & &S Bl 8 B| | ® |
[ 7 - . . _ 97+ O S S @
i” T “ @ —> Fast path for benign traffic SHIRS | S 32
L5k £33 S S
24l 92| 9 S Se
o . Stage 2 (S2) Attack Classification Bt Y = W s g~ gy S S e
. aS S SN N N
A A Censoring threshold (7y) EPR (%)
(o peCmax(p) <vg A ::j) : .
|Fase —> Unknown class of attack ML models: IF, LOF, and. OC-5VM Number of Trainable Parameters
Q > > 40% FPR w/ high TPR >>>>>§
%
P b A l , ul DL models: DAE and M2-DAE //////////////%
Exploiting diff . IWEI(? I'l:c' nOZ’G ! Ic)hemcuﬁn /wfo . el ti 2 <1%FPRw/ high TPR X 5M2 DAE 1cl.z)AE "
XPIOoITIN ITrerent moaalities reauces tne numper OT neural connections N - Z 6
PIOTHINS o T - M2-DAE 4x less complex than DAE xie
AutoEncoder (DAE) [3]  * ] sl gl S1 + S2 evaluation: Hybrid Hierarchical vs Misuse Flat
to Multi-modalities e el ?p'"%m:‘gty ______ FC"F‘/Q.dh' H2ID is more effective than a flat approach in unknown detection
- MultiModal Deep ) — B iSO X)) Fixed 75 to obtain 1% FPR and
AutoEncoder (M2-DAE) 3% = ne B wmmme o each attack class per time as UNK
Den] ‘s _ R - no differences for Theft and Scan
g ervers epioyment ocenarios B0 o in (] b . eoaniD) e .
O _5 Sﬂ saress ) p y 0.81 0.83 0.8(5)0.87 0.89T 0.91 o.I;3) 0.95 0.97 0.99 9 prOpOsaI (H) ShOWS gaIn fOI' DOS
S - g : . . F1=97.08 £2.56% F1=92.67 +0.33% . .
SENE & T Scenario A Scenario B B oo oo on| |'° o Bem oo e | FiXed Tp and 7y to obtain lowest
- R 0 S 80 un & 80 L.
4:;0 _E%’ _________ r) _________ ) ?g&(\ 0.50 (BB 0.00 4.40| M ¢, 59&0 0.40 N 0.00 2.20| M, FPR (Sl%) by fIXII’]g DOS as UNK
o= Local Gateway Sl 9 . 51 9 or 5 & | 0-00 0.00 ERiEY 2.43| | 40 § & |0-00 0.00 ELRY 1.13| | 40
= - - o o << 20 << 20 .
% : : : < & |30 143 0.00 SR 0 < o 240 0.00 0.00 B O 9 h|gher F1 score for proposal (red)

IoT Network

! _— e ' ) SP ORI S, . _
S | o’ C’/éi Q’Preg)ICteg Class Q’F-"re(;Ji(:te;'; Class 9 hlgher UNK hOt rate for proposal
IoT Devices SZ 9 & SZ 9 () (1B, TU) = (2.57,0.96). (d) T7u = 0.72.

(Contacts
| Email: giampaolo.bovenzi@unina.it

il Il =Bl Il IlE I I DD I S S .y —______________________\

Future works will explore \ { References
e threshold design for specific use cases I I [1] Bovenzol, G., Aceto, g., Ciuonzo, D., Persico, V., & Pescapé, A. (2.020.) A Hierarchical Hybrid Intrusion Detection I
I Approach in 10T Scenarios. GLOBECOM 2020 IEEE Global Communications Conference. I
 more classes of attacks (on new datasets) I I [2] Montieri, A., Ciuonzo, D., Bovenzi, G., Persico, V., & Pescapé, A. (2019). A dive into the dark web: Hierarchical traffic
I . . ) - L classification of anonymity tools. IEEE Transactions on Network Science and Engineering.
Prlvacy presgrvmg distributed I I [3] Meidan, Y., Bohadana, M., Mathoy, Y., Mirsky, Y., Shabtai, A., Breitenbacher, D., & Elovici, Y. (2018). N-baiot—network- I
[ implementations of H2ID based detection of iot botnet attacks using deep autoencoders. IEEE Pervasive Computing, 17 (3), 12-22. [
o predictive— anoma|y detection I I [4] Koroniotis, N., Moustafa, N., Sitnikova, E., & Turnbull, B. (2019). Towards the development of realistic botnet dataset
‘ in the internet of things for network forensic analytics: Bot-iot dataset. Future Generation Computer Systems ’

UNIVERSITA DEGLI STUDI DI NAPOLI

FEDERICO |l

Ph L)

INFORMATION tECHNOLOGY
€eLECTRICALEeNGINEERING



mailto:giampaolo.bovenzi@unina.it
http://traffic.comics.unina.it/

