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Education and Cooperation Background

* Graduation: M.Sc. Degree in Computer
Engineering, cum laude.

* DIETI Group: Computer Networks
Traffic research.

* Cooperation: CINI consortium and University
of Campania Luigi Vanvitelli

* Fellowship: CINI Ph.D. grant
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Motivations: growing Internet complexity (l)
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Motivations: growing Internet complexity (1)
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Motivations: growing Internet complexity (lll)

New

vulnerabilities?
e.g. loT

More Complex Network Monitoring Systems
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1st year research outline

e Network Monitoring techniques based
on Machine and Deep Learning

e Design, implementation and evaluation of Hierarchical
Approaches to Traffic Classification and Intrusion Detection

Pis s Py

! Reject Option| ’z

O scalability
O per-node optimization
O selective (re-)training
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Contributions ()

® Fine-grain Traffic Classification of Anonymity Tools

O Hierarchical dependencies among traffic classes to obtain
potential classification performance gain at lower granularity
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Classification of Anonymity Tools *

improving classification performance at finer granularity
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* The outcomes of this activity were published

in IEEE Trans. on Network Science and Engineering (2019)
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Contributions (Il)

® Fine-grain of Anonymity Tools
O Hierarchical dependencies among traffic classes to obtain
potential at lower granularity

e Hierarchical approach enabled by Big Data (BD)

O Model and data parallelisms to speedup training phase
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Hierarchical BD-enabled Training
improving training time performance

1000

Mode_l | Hierarchli:?:tl —a— Hierarchli:T:l gll: —-i--
Parallelism : < A
2 ) 9 8
3| S £
il = S
7o) -
= 5 S o
e s 3 =
[ = g o it
5 - |_ |_ 0 E’""’E——ﬂn? \\\\\ rf| _____ ?____-_jgf,?:g—__:,,
2 4 6 8 10 12 14 16 18 20 22 24
Number of Workers
Training Completion Time [s]
B « 100 T I 700
i @
' S < 8
1 (@©
) O 2
E-F L <allocate>| .- E g
C S a,‘"‘.'-._f{locat/on 52
o3
o2
£1
g 1 3 5 7 9111315171921 23
Number of Workers per Bucket
e Giampaolo Bovenzi 10



Contributions (1)

® Fine-grain of Anonymity Tools

O Hierarchical dependencies among traffic classes to obtain
potential at lower granularity

e Hierarchical approach enabled by (BD)

o Model and data parallelisms to

e Hybrid Intrusion Detection for security of loT devices
O First stage of lightweight Anomaly Detection
for resource-costrained devices (viz. 10T)
O Second Stage of Open-set Attack Classification
for Unknown Attack Detection
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Intrusion Detection for loT devices ()
lightweight and unknown attacks detection
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Intrusion Detection for loT devices (Il)

lightweight and unknown attacks detection
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S2) Open-set Attack
Classification for Unknown

Attack Detection
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Next years

* Credit summary and next years’ estimates
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* Research directions for next year

o loT device traffic modeling, prediction, and generation
for feasible Network Monitoring
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Thanks for your attention

It is Q&A timel

giampaolo.bovenzi@unina.it
http://wpage.unina.it/giampaolo.bovenzi
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Skin Lesion Classification through CNN
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Ensemble Deep Learning with Image Patching

-----------------------------------------------------------------------------------

CutpLt

- P oo
ahAaligniancy
-. ] ‘:- -h
| E

alortty Voting

~ inFoRmATION tecHNOLOGY Giampaolo Bovenzi

eLECTRICALEGNGINEERING




